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IN THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF VIRGINIA 

Alexandria Division 
 

 
MICROSOFT CORPORATION, a 
Washington corporation, and FS-ISAC, INC., 
a Delaware corporation,  

  Plaintiffs, 

v. 

JOHN DOES 1-2, CONTROLLING 
COMPUTER BOTNETS AND THEREBY 
INJURING PLAINTIFFS, AND THEIR 
CUSTOMERS AND MEMBERS, 
 

  Defendants.      

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
)
)
)
) 
) 
) 

 
 
 
      
 
Civil Action No: 1:20-cv-1171 (AJT/IDD) 
 
 
  
 

 
PLAINTIFFS’ MOTION FOR DEFAULT JUDGMENT 

AND PERMANENT INJUNCTION 

Plaintiffs Microsoft Corp. (“Microsoft”) and FS-ISAC, Inc. (“FS-ISAC”) (collectively 

“Plaintiffs”), by counsel, pursuant to Federal Rules of Civil Procedure 55(b)(2), 53, 65(a) and 

(c), the Copyright Act (17 U.S.C. § 101, et seq.), the Computer Fraud and Abuse Act (18 U.S.C. 

§ 1030), the Electronic Communications Privacy Act (18 U.S.C. § 2701), the Lanham Act (15 

U.S.C. §§ 1114, 1116, & 1125, the common law, the All Writs Act, (28 U.S.C. § 1651) and the 

Court’s inherent equitable authority, respectfully moves the Court for entry of a default judgment 

and permanent injunction against the Defendants. 

As discussed in Microsoft’s brief in support of this motion for default judgment and 

permanent injunction, Microsoft requests an order entering default judgment against the 

Defendants who have failed to answer, plead or otherwise defend this action, and a permanent 

injunction preventing Defendants from continuing their harmful activities by providing Plaintiffs 
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control over the existing and newly discovered Trickbot IP addresses and appointing a Court 

Monitor to oversee Defendants’ compliance with the permanent injunction.  

The requested relief is necessary to halt the Trickbot operation that is causing irreparable 

injury to Plaintiffs and its customers.  Plaintiffs respectfully request that the Court grant this 

Motion.   

 

 
Dated:  May 20, 2021 Respectfully submitted, 

 
     /s/ Julia Milewski 

 Julia Milewski (VA Bar No. 82426) 
CROWELL & MORING LLP 
1001 Pennsylvania Avenue NW 
Washington DC 20004-2595 
Telephone:  (202) 624-2500 
Fax:             (202) 628-5116 
jmilewski@crowell.com 

  
 Gabriel M. Ramsey (pro hac vice) 

Kayvan Ghaffari (pro hac vice) 
CROWELL & MORING LLP 
3 Embarcadero Center, 26th Floor 
San Francisco, CA 94111 
Telephone:  (415) 986-2800 
Fax:             (415) 986-2827 
gramsey@crowell.com 
kghaffari@crowell.com 
 
Richard Domingues Boscovich (pro hac vice) 
MICROSOFT CORPORATION 
One Microsoft Way 
Redmond, WA 98052-6399 
Telephone: (425) 704-0867 
Fax:            (425) 936-7329 
rbosco@microsoft.com 
 
Attorneys for Plaintiffs Microsoft Corp. and 
FS-ISAC, Inc. 
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CERTIFICATE OF SERVICE 

I hereby certify that on May 20, 2021, I will electronically file the foregoing with the 

Clerk of Court using the CM/ECF system.   

Copies of the forgoing were also served on the defendants listed below by electronic 

mail: 

John Does 1-2 
 
c/o 
Serhiy Chornobrivets; Enhel'sa St, 36, Mariupol, Donetsk Oblast, Ukraine, 
87500 
Alexey Skrypnik; Kanatna St, 71, Odesa, Odessa Oblast, Ukraine, 65000 
Serge Onischenko; Het’mana Mazepy St, 175A, Ivano-Frankivsk, Ukraine 
76493 
Konstantin Shelestov, Ulitsa Ivana Sergiyenko, 16, Kyiv, Kyiv Oblast, 
Ukraine, 02000 
Juergen Mueller; Arnulfstraβe 4, Munchen, Bayern, Germany 80334 
 
denetor45@meta.ua 
sokyra22@meta.ua 
laguna62@nibblefish.net 
watobu@keemail.me 
merak98@mailfence.com 
Maxparf77@gmail.com 
DollyRamosNzYQ@yahoo.com 
LyAlper15@yahoo.com  
lloyid.hyman@protonmail.com  
Kasazhtiklon@yahoo.com  
Toarsichelen@yahoo.com  
Schatodalsaz@yahoo.com  
badroom@keemail.me 
HennemanFern4@yahoo.com 
BalesKaufmann449@yahoo.com 
DollyRamosNzYQ@yahoo.com 
vsr32node@protonmail.com 
Kesoranen@yahoo.com 
Kasazhtiklon@yahoo.com 
mailerdaemon407@gmail.com 
dmitry@deineka.net 
HayneFranks92@yahoo.com 
Vpslot.com@gmail.com 
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    /s/ Julia Milewski 
 Julia Milewski (VA Bar No. 82426) 

CROWELL & MORING LLP 
1001 Pennsylvania Avenue NW 
Washington DC 20004-2595 
Telephone:  (202) 624-2500 
Fax:             (202) 628-5116 
jmilewski@crowell.com 

  
 Attorneys for Plaintiffs Microsoft Corp. and 

FS-ISAC, Inc. 
 

 

 

Case 1:20-cv-01171-AJT-IDD   Document 58   Filed 05/20/21   Page 4 of 4 PageID# 1242


